NOTE: Origine! Specification (Item Sa) is authority far contractors to mark classified information, Revised end Fine! Specifications (Items Sb and c) Bre 
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DEPARTMENT OF DEFENSE 
ATRACT SECURITY CLASSIFICATION SPECIFICATION 


HE R Gunes TSO 
APPLY TO ALL SECURITY ASPECTS OF THIS 


EFFORT. THE FACILITY CLEARANCE REQUIRED ts: SECRET 


3, CONTRACT NUMBER OR OTHER 
IDENTIFICATION NUMBER 


(Prime contracts must be shown 
for all eubcentractea) 


RIME CONTRACT NUMBER 


DATE TO BE THIS SPECIFICATION tS: ?° 
COMPLETED (See “NOTE”! below, I! item borc ia *x'd?', 


(estigeie?) » alno enter date for item a) 


"30 Sép 83 | 


THIS SPECIFICATION 
tS FOR: 


a. ~ 
ORIGINAL (Complete 
date in all coses) 


PRIME CONTRACT 


b. b, FIRST TI ONTRACT NO, jb, REVISED 
SUBCONTRACT (Use item s ER SUBC ¢ (supersedes NO 
15 for subcontracting : ell pr : 
beyond second tier) oll itraste one 


& REQUEST FOR BID. tDEN TIFICATION NUMBER 


REQUEST FOR FROPOSAL 
OR REG FOR QUOTATION 


OVE DATE cm 


cs this a follow-on contract? (C] Yes BEXNe. Wf YES, complete the following: 
a. b. c. Accountability for classified material on preceding contract 
; ok ‘ 
PRECEDING CONTRACT NUMBER DATE COMPLETED 


CJ1s ‘Cie not, transferred to this follow-on contract. 


Name, Address & Zip Code of Prime Contractor * . Name, Address & Zip Code of Cognizant Security Office . 
Rl. International . - ; DCASR, Los Angeles, ATTN: Directora 
33 Ravenswood Ave nd of Industrial Security,11099 LaCie 


enlo Park, CA 94025 Bivd, Los Angeles, CA 90045 


Name, Address & Zip Code of First Tier SAT EE bas FSC Number c. Name, Address & Zip Code of Cognizant Security Office 
IA , : mms 4 § Seyret t 

Name, Address & Zip Code of aa Tier Sebeonarrers or bv. FSC Number Name, Address & Zip Code of Cognizant Security Office 
facility axsecisied with IFB, RFP OR RFQ * 5 

[®. 


When actual performance is et a Jocation other than that specified, identify such other locatson in Stem 1S. =a 


m.. General identification of the Procurement for which this specification applies 


identified in Item 6d. 


“ntelligence Study/Analysis 


' Are there additional) security requirements established in sccordence with paragraph }-114 or 1-128, ISR? Coyes fZxXNo- YW YES, identify the 
pertinent contrectua]l documents in Item 25. 
Are eny elements of this contrart outside the inspection responsibility of the cognizant security office? [ 7) Yes (ikNo. If YES, explain in 
Item 15 and identify specific sreas or elements. ' 


1. ACCESS RE QUIREMENTS YES ACCESS REQUIREMENTS (Continued) pa 


Access to SENSITIVE V5) Access to SENSITIVE COMPARTMENTED INFORMATION. | IN V5) Access to SENSITIVE COMPARTMENTED INFORMATION. | 


‘Access to Ciessified Information Only at other 
contrector/Government activities. Xx 


Receipt of classified documents or other material 

for reference only (nu generation). x 
‘Receipt end generation of classified documents 

or other material. : : : x 


Fabrication/Modification/Storage of classified hardware. te 
Graphic arts services only. . 


k. Access to other Special Access Progtam information 
(Specify in item 15). 
Access to U. S. clagsified information outside the U. s. 


Penama Canal Zone, Puerto Rice, U. S. Possessions 
and Trust Territories. 


m.: Defense Documentation Center or Defense information 
Analysis Center Services may be requested, 


Access to IPO information. 
Access to RESTRICTED DATA. 
Recess to classified COMSEC Information. 
Cryptographic Access Authorization required. 


B2.. Refer all questions pertaining to contrect security clessification specification to the official named below (NORMALLY, thru ACO (item I6e); 
EMERGENCY, direct with written record of inquiry and response to ACO) (thru prime contractor for subcontracts). 


The classification guidance contained in this specification and etlachments referenced herein is complete and adequate. 


Typed name, title and signature of program/project manager or other é c. Activity name, address, Zip Code, telephone number and office symbol 
designated official : 


ROBERT J. JACHIM : 
LTC, GS. 


sulhority far contractora to remark the regratied classified information, Such octiona by contractors shall be taken in accordance with the Provisions 


of the Industria Saou TaNtiata Ira PD alo 


~ ava. Bia AS _ — +e 
U 


USTUZ X=RUPIO-UU/GORUU UU JU45-6 


FORM : 
DD 1 GAN 72 204 EDITION OF 1 APRTIISOBSOLETE. ALSO REPLACES DO FORM 254 WHICH !5 OBSOLETE : 


- Re . aN s 


Approved For Release 2001/04/02 : CIA-RDP96-00788R001500110043-8 |... 


a. Information pertaining to classified contrects or projects, even though such information is considered unclassified, shall ndt be released for public 
disaeminetion excep! as provided by the Industrial Security Menus) (peragraph So and Appendix 1X). : 


ORT REE EE 


sapere 16 SEE OMI MERE a Tab NIMES ted oo IVD te seta amaze 


Proposes public releases shall be: submitted for approval prior to release J Direct CJ Through (Specify): “a 


ublic release is not authorized. 


to the Directorate For Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs) ° for review ba 
pccordance with paragraph So of the Industria! Security Manual. 


© In the case of non-DoD User Agencies, see footnote, paragraph So, Industrial Security Manual. 


, Security Classification Specifications for this solicitetion ‘contract are identified below (°°.X" epplicable box(es) and supply attachments a8 required). 
Any rertative or classification guide(s) furnished ahal) be annotpied or have information appended to clearly and precisely identify each element ef 
information which requires « classification, When s classification guide is vitlized, that portion of the guide(s) pertaining to the specific contractual 
elfort may be extracted and furnished the contractor. When a total guide(s) is utilized, each individusl portion of the guide(s) which pertains to the 
contrectual effort shall be clearly identified in Jiem 4b. The following information must be provided for each item of classified information identified 
in an extract or guide: : 5 
{I) Category of clansification, (ID) Dete or event for declasaification or review for declassification, and (III) The date or event for downgrading 
(if applicable). a ; 


The official named in Item 12b, is responaible for furnishing the contractor copies of all guides and changes thereto that ere made ‘a part of this 
specification. Classified information may be attached or furnished under separate cover. 


Cc) a. A-completed narrative is (1) i) attached, or (2) a) transmitted under separate cover and made s pert of this specification. 


(Tj >. The following classification guide(s) is made a peri of this specification and is-(1) Cc stisched, or (2) Fa transmitted under separate 
cover. (List guides under ltem 15 or in am attachment by title, relerence number and date). 


C3 c. Service-type contract/subcontract. (Specify instructions in accordance with [SR/ISM, es appropriete.). . 


Ce. “x only if this is # finel specifiemion and hem 6 is a “NO” enswer. In response to the contractor's request dated P 


retention of the identified classified material is authorized for e period of 


(lye. Annual review of this DD Form 754 is requirec. HH “xg, provide dare such review is due: 


rermnumepatnetat: meme © 
rentaaiiacnsaienrcnaree + 


SIRT fWhenever poosibla: illustrate proper Claseilicetion, declassilication, end i] applicable, downgrading instructions). 
2.. All contractor personnel to be granted access to classified information re- 
_eased or generated under this contract must be US citizens granted a final 
SECRET clearance by the government prior to being given access. 

>. Unclassified information released or generated under this contract shall be 
-estricted' in its dissemination to contractor and government personnel involved 
in the contract. Release in open source Literature or exhibition of such — 
information is prohibited. | a we oa? : o oP : 

=. Recipients of information under this contract may not release information 
zo subcontractors without permission of the contracting agency. 

4. Final classification of the information generated under this contract is 
the responsibility of the contracting agency. Information generated under this 
sontract is subject to the guidlines contained in DoD Regulation 5200.1R, which 
implements EO 12356 which became effective 1 August 1982. 

=, All copies of final documents generated by the contractor under this con- 
tract will be transmitted to the contracting agency for dissemination to 
nauthorized recipients. “a : 


6a. Contract Security Classification Specifications jer Subcontracts issuing from this contract will be approved by the Office named in Item lée below, or 
by the prime contractor, ws authorized. This Contract Security Classification Specification and attachments referenced herein are approved by the User 


Agency Contracting Officer or his Representative named in hem }6b below, 


Typed name and title of approving officina) 


2E QUIRED DISTRIBUTION: 


as Prime Contractor (Item 7a) 

; () Cognizent Security Office (Item 7¢) 
Cc) Administrative Contracting Office (Jtem 16e) 
TC) Ovelity Assurance Representative 

om) Subcontractor (Item 8a) 
(TD Cognizant Security Office (Item 8c) 
(OD Program/Project Manager (Item 12b): 


6. 


DCASMA San Francisco 
1250 Bayhill Drive 
San Bruno, CA  94065_ 


ADDITIONAL DISTRIBUTION: | te. Wheme, oddresns und Zip Code of Adronietretive Contracting Office 


> Approved For Release 2001/04/02": CIA-RDP96-00788R001500110043-8 


Approving official's sctiviry address and Zip Code 


] U. S. Activity Responsible for Overseas Security Administration 


